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        1             (Case called) 

        2             (In open court) 

        3             THE COURT:  The first issue I'd like to discuss, I 

        4    guess Mr. Rubin can discuss it, why does Specht have standing? 

        5             MR. RUBIN:  Your Honor, the reason that Mr. Specht is 

        6    a person whose electronic communication was intercepted is 

        7    because it was a communication between -- these are all 

        8    communications between him and visitors to his website.  I 

        9    think that the Court would agree that there isn't any issue 

       10    that if you have an online banking relationship with your bank 

       11    and you log on to your bank and your bank sends you your 

       12    statements online, it's your communication.  They're 

       13    communicating with you about your bank statements. 

       14             THE COURT:  Mr. Specht maintains a website as to which 

       15    visitors can click and gain access to the Netscape offering. 

       16    Assuming that the visitors of the site can complain that their 

       17    communications are being intercepted, why is Specht a potential 

       18    claimant? 

       19             MR. RUBIN:  Because he has a possessory interest and a 

       20    legal interest in the communication because the statute gives 

       21    him legal rights in that communication wholly apart from his 

       22    right of civil action. 

       23             THE COURT:  Let me step back and have you explain to 

       24    me just what happens if, let us say, I, as a visitor to your 

       25    website, select Netscape as, whatever their particular offering 
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        1    is called, as a place for me to click. 

        2             MR. RUBIN:  Okay.  Can I -- I've brought some exhibits 

        3    to illustrate that.  Could I show you? 

        4             THE COURT:  Sure.  Have the defendants seen it? 

        5             MR. RUBIN:  They have. 

        6             MR. CAROME:  We were just shown them just a few 

        7    moments ago. 

        8             THE COURT:  Well, we'll go through them.  And if there 

        9    is any objection, of course, I'm sure we'll hear it. 

       10             MR. RUBIN:  Here's what happens. 

       11             MR. CAROME:  Could you tell us what you have on the 

       12    easel? 

       13             MR. RUBIN:  Sure.  I can even turn it around. 

       14             THE COURT:  Leave it there.  We'll follow it in our 

       15    books. 

       16             MR. RUBIN:  It is tab B. 

       17             THE COURT:  Okay.  I'll make sure you're involved. 

       18    Don't worry. 

       19             MR. RUBIN:  This is a packet, this is the anatomy of a 

       20    packet that is sent from a SmartDownload user's computer to a 

       21    website in order to get a file, and, as you look at this, there 

       22    are three sections to this representation of the packet.  I'm 

       23    going to try -- 

       24             THE COURT:  We'll follow it. 

       25             MR. RUBIN:  The two boxes on the bottom represent the 
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        1    same information in two different ways.  Everything that's gray 

        2    is what's called the header of the packet, and you can see on 

        3    the top that that's a series of numbers.  There's an IP 

        4    address, which is like a telephone number, source IP address, 

        5    destination IP address.  The IP address is the address of the 

        6    computer on the Internet.  The computer that's sending is the 

        7    source IP.  The computer that's receiving the request is the 

        8    destination IP address.  And there's various other addressing 

        9    information that's included in what's called the header of this 

       10    packet. 

       11             THE COURT:  Let me take this out of theory, Mr. Rubin. 

       12             MR. RUBIN:  All right. 

       13             THE COURT:  Let's say I want to visit a Land's End 

       14    site. 

       15             MR. RUBIN:  Yes. 

       16             THE COURT:  I want to look at their array of T-shirts. 

       17    So the source IP address would be that of Land's End? 

       18             MR. RUBIN:  The source IP address would be Land's 

       19    End's website.  I'm sorry.  My mistake.  The destination 

       20    address would be Land's End.  Yours would be the source IP 

       21    address. 

       22             THE COURT:  So my computer -- 

       23             MR. RUBIN:  Yes. 

       24             THE COURT:  My computer would be identified as 

       25    2061732477? 
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        1             MR. RUBIN:  That's correct. 

        2             THE COURT:  And Land's End would be 20770? 

        3             MR. RUBIN:  Yes. 

        4             THE COURT:  How would Specht's website come into play? 

        5             MR. RUBIN:  Let's assume that Specht's website is the 

        6    destination IP address, which it's not in this particular 

        7    instance, but this is just illustrative. 

        8             THE COURT:  The point I asked you about before is if, 

        9    assume that a visitor to Specht came into the picture, what we 

       10    might have is the source and destination of Specht's website 

       11    and the ultimate information source of Land's End. 

       12             MR. RUBIN:  Yes. 

       13             THE COURT:  Or Specht's website and the consumer, me, 

       14    but not a combination of both.  This is sort of a filler on my 

       15    question before.  In other words, what would be -- did the 

       16    value of this information, if it's leaked to me, is what I want 

       17    to see -- presumably what I want to see might be interesting, 

       18    it might be interesting to a snoop if a federal judge had a 

       19    liking for pornographic sites, let us say, having to do with 

       20    children.  People would like to know that.  Or, if I were a 

       21    consumer, what am I buying, looking at mainly my occupation, 

       22    and my income and so on.  But if all I got, all they got on me 

       23    was that I visited a website, like Specht, no valuable 

       24    information is found except identities, addresses; it's only 

       25    when it has some kind of content aspect to it that it becomes 
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        1    potential violation of the statute.  Wouldn't you agree? 

        2             MR. RUBIN:  Respectfully, no.  Because the statute 

        3    does not distinguish between types of content.  It doesn't say 

        4    this is important content, this is unimportant content.  If 

        5    it's content, you can't intercept it. 

        6             THE COURT:  Would a curious onlooker know if I visited 

        7    Specht's website what it was I was ultimately looking for? 

        8             MR. RUBIN:  No.  Not unless he intercepted the content 

        9    of your communications with Specht. 

       10             THE COURT:  But let's say I had SmartDownload on my 

       11    computer. 

       12             MR. RUBIN:  And you downloaded an exe. or a zip file, 

       13    then Netscape would learn what file you had downloaded from his 

       14    website. 

       15             THE COURT:  And that's presumably useful information, 

       16    from a point of view of marketing or whatever. 

       17             MR. RUBIN:  Your Honor, on the Internet, information 

       18    is currency, and web-surfing habits are extremely valuable.  In 

       19    this packet of exhibits -- 

       20             THE COURT:  No question about it.  You don't need to 

       21    demonstrate that to me.  But there are two perspectives here. 

       22    One is value to companies to which Netscape might sell its 

       23    information and the other is potential incursions on privacy, 

       24    which would be the equivalent, perhaps, of damage.  And I 

       25    wonder if, in examining the causes of action set out in these 
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        1    complaints, that I should be concerned about potential value or 

        2    potential incursions. 

        3             MR. RUBIN:  Well, you should be concerned about them 

        4    both, and the statute -- 

        5             THE COURT:  Why should I care about potential value? 

        6             MR. RUBIN:  Well, because that's -- well, from a 

        7    damages point of view, it's one way of measuring damages. 

        8             THE COURT:  Not necessarily. 

        9             MR. RUBIN:  No, not necessarily. 

       10             THE COURT:  Only to restitution theories, not in tort, 

       11    not in contract. 

       12             MR. RUBIN:  Well, our concern is to try to explicate 

       13    the statute that, as you know, hasn't been explicated all that 

       14    much. 

       15             THE COURT:  Right. 

       16             MR. RUBIN:  And the statute draws a very bright line, 

       17    and it says, if it's content, we're not going to look at what 

       18    kind of content it is because we don't want people spying on 

       19    each other. 

       20             THE COURT:  But that implicates damage. 

       21             MR. RUBIN:  It does implicate -- 

       22             THE COURT:  It doesn't implicate use.  Look, if I 

       23    wanted to sell my information, there would be not much value of 

       24    a commercial nature in what I sold because I was just an 

       25    individual.  It's the ability to tap into thousands of people 
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        1    like me that create value, but I'm not damaged unless there is 

        2    an ability to poke into my particular identity and find out 

        3    what I'm interested in. 

        4             MR. RUBIN:  Well, there is.  There is that ability. 

        5             THE COURT:  That's what I'd like you to explicate. 

        6    Maybe I interrupted you too early when we were trying to work 

        7    through this Specht web page. 

        8             MR. RUBIN:  There are companies on the Internet and 

        9    elsewhere whose business is putting together this kind of 

       10    information with other kinds of information and creating 

       11    detailed individual profiles of life histories of every man, 

       12    woman, and child in the United States.  One of them is a 

       13    company called Axiom, and it can tell for anybody their 

       14    religious leanings, their political leanings, their buying 

       15    habits, in dozens of different categories.  How much they have 

       16    spent, and all of that is for sale.  And this is a part, it's a 

       17    source of the information about individual behavior and the 

       18    information -- 

       19             THE COURT:  I'd like you to show me that using this 

       20    exhibit. 

       21             MR. RUBIN:  Well, I don't have the exhibits, but if 

       22    you look up a company called Axiom, you'll see that that's what 

       23    they do.  They buy and sell and package and repackage and 

       24    resell data about individuals.  And, admittedly, this kind of 

       25    data is a small part of that, but, and the files that 
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        1    Mr. Specht had or the files that certain other websites have 

        2    may be more or less important, may implicate more or less 

        3    privacy interests, some are more private, some are less -- 

        4             THE COURT:  But Specht, Mr. Specht, is he possibly 

        5    damaged? 

        6             MR. RUBIN:  Certainly. 

        7             THE COURT:  Is his content invaded? 

        8             MR. RUBIN:  His content is invaded. 

        9             THE COURT:  How? 

       10             MR. RUBIN:  Because his communication -- for example, 

       11    supposing AOL wants to know who is signing up people for other 

       12    Internet service providers.  One of the files that Mr. Specht 

       13    offered on his website was a file that would permit people, and 

       14    SmartDownload would tell on this, would tell AOL, would permit 

       15    people to sign up with Internet service providers that compete 

       16    with AOL.  And so that's competitive information to Mr. Specht. 

       17    He is trying to make a living, among other things, selling 

       18    information, trying to get people to sign up for this Internet 

       19    service provider service.  If AOL knows that, you don't know 

       20    what steps they can take, but they're not entitled to that 

       21    information.  They're not entitled to know.  But they got that 

       22    information because visitors to his website who used 

       23    SmartDownload transmitted, unwittingly transmitted to AOL that 

       24    they were downloading this file, and AOL could determine what 

       25    kind of file it was by simply taking the packet, going to his 

                            SOUTHERN DISTRICT REPORTERS, P.C. 

                                      (212) 805-0300 

Redistributed by Joshua Neil Rubin, EDiscovery Counsel, http://jnrubinlaw.com



                                                                           10 

             347WspeC 

        1    website, and seeing exactly what it was. 

        2             THE COURT:  Mr. Carome, assuming that there is a cause 

        3    of action for the other plaintiffs, doesn't this answer of 

        4    Mr. Rubin cause me to find that Specht has standing? 

        5             MR. CAROME:  I don't agree at all, your Honor. 

        6    There's a whole level of this, for several reasons, and I'd 

        7    like to go through them, as to why Mr. Specht lacks standing. 

        8             THE COURT:  Assume now that there is a cause of action 

        9    for the other plaintiffs. 

       10             MR. CAROME:  Fine. 

       11             MR. RUBIN:  We'll go into them later. 

       12             MR. CAROME:  First of all, and this was not a subject 

       13    of any of your questioning of Mr. Rubin, and perhaps you 

       14    already went over this, and I think this is a huge problem, but 

       15    it's only one of several, there is not a single allegation in 

       16    the complaint that any user of SmartDownload ever used that 

       17    software to download any software, any file from Mr. Specht's 

       18    website.  There is not a single allegation of any connection 

       19    whatsoever between the software and Mr. Specht.  I would say 

       20    that that, for starters, kills the claim right off the bat. 

       21             Secondly -- 

       22             THE COURT:  May not kill the claim, may kill his 

       23    ability to serve as a class representative. 

       24             MR. CAROME:  It kills his claim personally.  Entirely. 

       25    And perhaps, you know, there could be some other plaintiff out 
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        1    there, he is the only plaintiff out there representing any -- 

        2             THE COURT:  But all he needs to allege to make a 

        3    claim, according to Mr. Rubin's theory, is that his 

        4    relationships with people coming to his website are infringed 

        5    on. 

        6             MR. CAROME:  Of course, that can only happen if 

        7    someone used the software to download from his site. 

        8             THE COURT:  Doesn't have to be these named plaintiffs, 

        9    could be anyone. 

       10             MR. CAROME:  No, no.  Exactly, your Honor.  He does 

       11    not allege that any user, either these five other named 

       12    plaintiffs or any other person in the world, used the software 

       13    to download a file from his site. 

       14             THE COURT:  Let's say he amended. 

       15             MR. CAROME:  I doubt he can.  But if he did, then we 

       16    would be past that problem.  That would not solve his standing 

       17    problems at all. 

       18             THE COURT:  Let's assume that he wants to amend and 

       19    allege that people using my website will have their identities 

       20    disclosed, not only their identities, but the fact that he's 

       21    using my website as a way to access the Internet rather than 

       22    some other competitor. 

       23             MR. CAROME:  He would be past that one problem.  He's 

       24    had lots of opportunities to mention that he's got such facts. 

       25    Obviously he hasn't. 
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        1             THE COURT:  It's still early. 

        2             MR. CAROME:  I understand. 

        3             THE COURT:  So I'm required to be liberal. 

        4             MR. CAROME:  Understood, your Honor.  The next problem 

        5    is that for purposes of a claim under Section 2511, the Wiretap 

        6    Act statute, Mr. Rubin's entire argument was sort of divorced 

        7    from the particular statutes at issue here, and they are narrow 

        8    criminal statutes. 

        9             THE COURT:  Don't blame him.  Blame me. 

       10             MR. CAROME:  Fair enough. 

       11             THE COURT:  What do you mean fair enough? 

       12             MR. CAROME:  That the, the wiretap statute only 

       13    debates a civil action to a person whose communication is 

       14    intercepted.  And putting aside all the other questions about 

       15    interception, there is no claim that Specht's communication is 

       16    being intercepted here.  The claim here is that it's the 

       17    communication, if there was one, from the user to Specht's 

       18    website.  The statute uses different terms elsewhere in the 

       19    statute.  For example, the right to suppress unlawfully 

       20    intercepted information goes to an aggrieved person, and that 

       21    is a broader term than parties to the communication. 

       22             THE COURT:  What Mr. Rubin is saying, in effect, is 

       23    there are two ways to communicate.  One is from the computer 

       24    user, me, in the example, to Specht, and the second is Specht 

       25    to the computer user.  And what he's saying is that that choice 
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        1    provides a substantive communication; namely, that Specht is 

        2    being chosen as an entree to the Internet. 

        3             MR. CAROME:  But it's not his communication.  The 

        4    communication in question here, if there is one, would be the 

        5    user's reaching out to this Specht site and asking for that 

        6    file.  I would suggest that that itself isn't even a 

        7    communication.  That is just an establishing of a connection 

        8    the way a phone number does. 

        9             THE COURT:  That would get us into the other issue 

       10    which you have not yet touched on.  But it seems to me, Mr. 

       11    Carome, that you can't artificially split one side of a 

       12    communication from the other.  Communication is a two-way 

       13    street. 

       14             MR. CAROME:  I think, your Honor, that particularly on 

       15    the Internet where communications are individual communications 

       16    point to point in one direction, the individual communication, 

       17    the statute defines communications as a transfer of data, and 

       18    it actually is a one-way event on the Internet, and only, I 

       19    would submit that this actually is the only way to give meaning 

       20    to the word in the statute whose communication, which is 

       21    different than the words used elsewhere in the statute, is if 

       22    it is the originator's communication. 

       23             When we talk about my letter, I write a letter to 

       24    someone, it's my letter, the sender's letter.  This is much 

       25    more akin to what goes on in the mail context, where there is, 
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        1    as in snail mail, as in Postal Service mail, when someone sends 

        2    something to another person, it is the sender's communication. 

        3    That is whose communication is at issue.  And for that reason, 

        4    Mr. Specht's claim under the wiretap statute fails. 

        5             Also, there's no suggestion whatsoever as to the claim 

        6    under the Computer Fraud and Abuse Act.  There is also the 

        7    point that the statute specifically contemplates that the 

        8    damage be damage to a particular, a computer, and there is no 

        9    allegation in the complaint that anyone accessed or transmitted 

       10    anything to Mr. Specht's computer. 

       11             THE COURT:  Let's focus.  I'm trying to do this 

       12    narrowly because this is not a technology that I feel 

       13    comfortable with, and I want to approach it in little bites. 

       14    It seems to me that what Mr. Rubin is saying to me is that 

       15    there's a certain degree of content having to do with 

       16    Mr. Specht and who is using Specht's website and for what 

       17    reason, and that can be gleaned from the information, not 

       18    perhaps by itself but with other available information.  For 

       19    example, dollars, how much it costs.  Access to various 

       20    website, that is information easily gleaned, and therefore, 

       21    even for just those two items, there seems to be sufficient 

       22    content at this early stage to get us past the motion to 

       23    dismiss. 

       24             MR. CAROME:  Neither of the things you refer to, your 

       25    Honor, which I think are really who was it that contacted 
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        1    Mr. Specht's website and some of the existence of that 

        2    communication, neither of those things constitute contents. 

        3    The definition of contents, before 1986, before the statute was 

        4    amended, used to include information about the identities of 

        5    the participants to a communication and information about the 

        6    existence of a communication.  In 1986, Congress amended the 

        7    definition of contents, narrowed it, and held that, so that it 

        8    didn't include either of those things.  Both of those, so I 

        9    think it's a big mistake to suggest that there's anything here 

       10    with respect to contents of Mr. Specht. 

       11             THE COURT:  We're going to get into that in a minute. 

       12    Let's look at paragraph 37 of the complaint. 

       13             MR. CAROME:  Is this the Specht amended complaint, 

       14    your Honor? 

       15             THE COURT:  Yes.  It's the amended class action 

       16    complaint -- 

       17             MR. CAROME:  Yes. 

       18             THE COURT:  -- which I received August 8, 2000. 

       19             MR. CAROME:  I have it in front of me. 

       20             THE COURT:  The date of it is August 3, 2000.  Let's 

       21    recognize that all we're dealing with are allegations, the 

       22    truth of which I must accept.  So we're not dealing with the 

       23    merits. 

       24             Doesn't the first sentence allege content? 

       25             MR. CAROME:  Well, first of all, of course, this goes 
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        1    back to my first point.  There's no suggestion there of any 

        2    interaction between Netscape software and Mr. Specht's website. 

        3             Secondly, sure, there are files on Mr. Specht's 

        4    website which contain contents.  There's no allegation that 

        5    Netscape ever acquired that information at all.  Those -- the 

        6    file in particular that he's concerned about is a software file 

        7    that has a name, has a path to it and a name called Setup.exe. 

        8             THE COURT:  Setup? 

        9             MR. CAROME:  Setup.exe, a software file ordinarily 

       10    ends with the extension dot exe., indicating that it is an 

       11    executable software. 

       12             Now, I will assume for the sake of argument that the 

       13    entire contents of that file, the entire contents of the file 

       14    Setup.exe are contents for purposes of the wiretap statute. 

       15    I'll assume that.  Netscape did not get one iota of that 

       16    contents, and there's no allegation in the complaint that they 

       17    did.  Now, that's fatal to all of the plaintiffs' complaints. 

       18             THE COURT:  How do you answer that, Mr. Rubin? 

       19             MR. RUBIN:  That Mr. Carome -- 

       20             THE COURT:  Stay where you are. 

       21             MR. RUBIN:  Mr. Carome is correct, the complaint does 

       22    not allege that Netscape acquired Setup.exe.  But what Netscape 

       23    did acquire is the information that SmartDownload user No. blah 

       24    blah blah downloaded Setup.exe from Mr. Specht's website. 

       25             MR. CAROME:  And that, your Honor, may be the 
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        1    identities of the parties to a communication and it may be 

        2    evidence of the existence of a communication, but Congress in 

        3    the Wiretap Act which very narrowly defined what contents is, 

        4    in 1986 defined both of those things out of the definition of 

        5    contents. 

        6             THE COURT:  All right.  So I'm ready to rule for the 

        7    first part of this that Specht has standing. 

        8             Now the question is:  Are we dealing with content, or 

        9    are we dealing with mere identifiers like someone's address, 

       10    500 Pearl Street, for example? 

       11             Yes, Mr. Carome. 

       12             MR. CAROME:  All right.  Fair enough. 

       13             Your Honor, of course, it's our argument, and I think 

       14    it's the correct argument, that the identity of the parties to 

       15    the communication and the address of the file being downloaded 

       16    are not contents within the meaning of the statute and that 

       17    therefore no unlawful intercept occurred. 

       18             THE COURT:  How, on a motion, can I distinguish 

       19    between that which is only an identifier and that which also 

       20    has content? 

       21             MR. CAROME:  Your Honor, I think it is well -- 

       22             THE COURT:  Aren't you asking too much of this 

       23    district judge to know that? 

       24             MR. CAROME:  I don't think so, your Honor.  I think 

       25    the courts, as courts in the '40s, '50s and '60s became very 
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        1    familiar with what a telephone number was and understood 

        2    whether a telephone number was or was not the contents of 

        3    communication, which courts were able to decide without 

        4    difficult evidentiary hearings and were able to find that a 

        5    telephone number is not contents even under a broader 

        6    definition of contents, which is what the Supreme Court held in 

        7    United States v. New York Telephone back in either the late 

        8    '70s or early '80s, this Court can understand that a URL, which 

        9    is the full address of the physical location of where a file 

       10    resides on the vast Internet, this Court can, without need for 

       11    any further factual inquiry, conclude that that is an address 

       12    of where content is located.  It is a means for someone to get 

       13    to content, such as Mr. Specht's file, but it is not the 

       14    content of any file.  Now, it is the moral equivalent of a 

       15    telephone number. 

       16             Now, there is not very much case law on this, but 

       17    there is, the one case that's out there is United States v. 

       18    Allen, a decision in 2000 by the Court of Appeals for the Armed 

       19    Forces, which held that detailed Internet addresses, which are 

       20    exactly what we're talking about here, a log of those showing a 

       21    particular user's visits to particular websites, particular 

       22    files, held that that log did not show the contents of the 

       23    communication and therefore found that that log was not 

       24    something that was subject to the Wiretap Act but was subject 

       25    to a portion of the, a different statute, the related statute, 
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        1    the Stored Communications Act, which by its terms does not 

        2    include contents. 

        3             Really, I think to think about this, I've used the 

        4    phone number example.  A phone number is something a person 

        5    dials when he or she wants to be put in touch with a particular 

        6    source of content; namely, a particular either tape recording 

        7    at the end of that line or a particular person at the end of 

        8    the line or particular business at the end of the line.  It is 

        9    a means of communication; it is not the content. 

       10             Another analogy might be the frequency that one uses 

       11    to tune in a radio station.  I might dial in 107.9, to get my 

       12    favorite radio station.  If someone had that number, they might 

       13    know that I liked to listen to that type of music, and if they 

       14    knew that I had tuned in my radio at one particular time to 

       15    that particular radio station, they might even know exactly 

       16    what it was that I listened to.  But the frequency that I 

       17    dialed into my radio to get that content was not the content 

       18    itself. 

       19             Now, the best analogy we have here is the telephone 

       20    analogy, I think, your Honor, the telephone number analogy. 

       21    Courts have frequently analyzed, analogized the URL, the exact 

       22    address of a file -- maybe I should step back for a minute and 

       23    just explain specifically what a URL is.  It will include the 

       24    name of a website, a domain name such as Land's End.com, and 

       25    then like any computer storage device, it will contain the path 
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        1    from that particular computer server all the way to the last 

        2    part of it is the file name, which is the last piece of the 

        3    address, and that is the unique physical location on the 

        4    Internet as to where that file exists, as to where the content 

        5    exists, but it is a means to get to that content.  It is not 

        6    the content itself. 

        7             Now, as I said, the Supreme Court on an even broader 

        8    definition of contents held that the log of telephone numbers 

        9    generated by a pen register is not content.  The Senate and 

       10    House reports on the '86 amendment to the Wiretap Act, which is 

       11    the one that narrowed the definition of contents, did so 

       12    specifically to make clear that things like telephone numbers, 

       13    the means to communicate, are not part of contents, and also to 

       14    make clear that the transactional records, records of 

       15    individual transactions, communications transactions, such as 

       16    individual phone calls, which are just the fact of the call and 

       17    the addresses that were used -- in the telephone system, it's 

       18    the phone number, on the Internet, it's the URL, that's the 

       19    only way you can get to that file, is through that unique 

       20    address, that is the function of URL is simply to point the 

       21    user to, computer to that content so that he or she, his 

       22    computer can receive it. 

       23             THE COURT:  That information is interesting, but it 

       24    assumes a great deal of expert information.  And by making this 

       25    motion at this time you're asking me to take judicial notice of 
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        1    that.  I can't. 

        2             MR. CAROME:  Your Honor, I don't think -- 

        3             THE COURT:  Maybe you're right.  Maybe you'll produce 

        4    an expert who will say everything you've said and say that the 

        5    cookie, and he'll conclude that the cookie inserted by Netscape 

        6    into his SmartDownload manager can't do anything more than just 

        7    give a whole bunch of addresses and communication paths.  But 

        8    suppose Mr. Rubin comes up with an expert who says that this 

        9    cookie has the ability to deliver a huge amount of information 

       10    about the contents of people, where they shop, what instances 

       11    they shop, how much they pay when they shop, and so on. 

       12             For example, I bought a book from Amazon.  It happened 

       13    to be on religious philosophy, one of the subjects I have an 

       14    interest in.  Now, Amazon then, over some course of time, kept 

       15    asking me if I might be interested in this new religious book 

       16    or that new philosophy book and so on.  It knew that because I 

       17    bought a book on religious philosophy.  What Mr. Rubin is 

       18    telling me is that if someone knows that I have an interest in 

       19    religious philosophy, that could be extraordinarily interesting 

       20    for any number of reasons, good and bad. 

       21             MR. CAROME:  Two responses to that, your Honor. 

       22    First, Mr. Rubin doesn't dispute my description of the fact 

       23    that the URL is simply the address of the physical location. 

       24             THE COURT:  I know what you're disputing. 

       25             MR. CAROME:  What he's saying is that I learned 
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        1    something about you, if I know the fact that you downloaded 

        2    that file. 

        3             THE COURT:  You're making a fantastic distinction, and 

        4    you may be right.  You're saying that an address which delivers 

        5    the means to understand content is not the same as content. 

        6             MR. CAROME:  Absolutely. 

        7             THE COURT:  That's your whole point, I think. 

        8             MR. CAROME:  Yes, your Honor.  And it's no more 

        9    complicated than the fact -- 

       10             THE COURT:  And I'm unwilling to go that far at this 

       11    point in time, because I think the cookie is different from a 

       12    pen register.  I sign orders in this job that authorize the FBI 

       13    and Assistant United States Attorneys to obtain identifications 

       14    of the telephone numbers that are called by a certain 

       15    telephone, and that is what you mean by an address.  And 

       16    presumably you will argue to me that those numbers, even though 

       17    they may unlock valuable pieces of information, are not the 

       18    same as content.  And Mr. Rubin is saying that for the purposes 

       19    of this act and because of the huge automative powers of the 

       20    cookie and modern software, it is the same as content.  And I 

       21    may have to decide that issue.  That's his theory. 

       22             You have a different theory.  The clash of two 

       23    different theories at a very early stage in the lawsuit, before 

       24    I hear the experts and before I'm able to understand how facile 

       25    one is versus the other and so on, I don't believe I can make 
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        1    those decisions now. 

        2             MR. CAROME:  Your Honor, I think you can take what 

        3    Mr. Rubin has alleged in his complaint and how he has 

        4    explicated that in his reply brief and he says that what 

        5    Netscape acquired was one of two things:  It was either 

        6    acquisition of the user's telephone call to Netscape saying the 

        7    fact that that call occurred, or it is somehow acquisition of 

        8    the file that Mr., that Land's End may have sent to some user. 

        9    But the definition of what an intercept is under the Wiretap 

       10    Act is extremely narrow.  Not only does it require that the -- 

       11    that you actually have acquired the contents of a 

       12    communication, it requires that contents have been acquired 

       13    simultaneously with the transmission. 

       14             There are a whole host of cases saying that it's not 

       15    an intercept if the acquisition occurs either before or after 

       16    the transmission.  What Mr. Rubin is suggesting is that URL 

       17    that Netscape got, you can take that URL and anybody, you know, 

       18    Netscape or anyone else can take it and plug it into the 

       19    Internet again and recreate that same communication and get 

       20    that same content.  That may be true.  In most cases, that is 

       21    going to be true, but that is not an interception within the 

       22    meaning of the wiretap statute.  That's because, among other 

       23    things, acquisition of contents that occurs after the 

       24    transmission is over, which, by definition, is what's happening 

       25    here, is not an interception. 
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        1             There are several cases to that effect.  There's a 

        2    whole host of them.  One is United States v. Reyes, 922 F.Supp. 

        3    818, (S.D.N.Y. 1996); also Knop v. Hawaiin Airlines, 302 F.3d 

        4    868.  Another is a case Mr. Rubin has cited, Fraser v. 

        5    Nationwide Insurance, Eastern District of Pennsylvania, 2001, 

        6    United States v. Turk. 

        7             THE COURT:  What do those involve? 

        8             MR. CAROME:  These are cases that stand for the 

        9    proposition that even if someone acquires the entire contents 

       10    of a communication, if that happens after the communication is 

       11    completed or before, it doesn't happen actually during the 

       12    transmission, the way a wiretap occurs, where someone is 

       13    listening in to a phone call, it's not an intercept.  It might 

       14    be something else.  The job of this Court isn't to decide 

       15    whether this is good or bad, whether there might be other 

       16    statutes out there, state or federal, that implicate this.  It 

       17    is whether there was an interception, unlawful interception, 

       18    within the meaning of this highly technical statute, and I 

       19    don't think -- 

       20             THE COURT:  No.  What he's saying is that the planting 

       21    of a cookie for later analysis, if it captures content, is an 

       22    interception under 2511 of the Electronic Communications 

       23    Privacy Act.  You may disagree with him, he may be wrong. 

       24    That's his allegation and the allegation comes in in several 

       25    paragraphs of the complaint, starting with paragraph 33. 
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        1             He says that SmartDownload, when it's installed, 

        2    creates and stores in a part of the Windows operating system a 

        3    unique string of characters, and it goes on to say this unique 

        4    string permits the key or the cookie or the record to function 

        5    as an identification for future communications. 

        6             Then he goes on to say, paragraph 35, that each time a 

        7    web user downloads any file from any site on the Internet using 

        8    SmartDownload, meaning he visits another site, SmartDownload 

        9    automatically transmits to the defendants the name of, Internet 

       10    address of the file and the website in which it is being sent 

       11    within the same transmission.  That means that the ultimate 

       12    reader of this key, of this cookie, knows what any computer 

       13    user has visited over the course of the period of time, and the 

       14    information is, as it were, intercepted each time for later 

       15    analysis. 

       16             And he is suggesting, although it is not said in the 

       17    paragraphs that I've read in so many words, but it's said they 

       18    are intentionally providing themselves with all the information 

       19    that they need to create moment-by-moment profiles of file 

       20    transactions by individual web users and individual websites. 

       21    That's paragraph 38. 

       22             Now, it may be inartful.  Maybe the state of the art 

       23    doesn't permit greater artistry.  It seems to me that at this 

       24    stage of the case, he has brought himself within the content of 

       25    the statute, within the language of the statute. 
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        1             MR. CAROME:  But the problem, your Honor, is he hasn't 

        2    alleged an acquisition of the contents of communication.  There 

        3    are lots of other statutes.  The Stored Communications Act, you 

        4    know, talks about addresses the question of records of logs of 

        5    communications, that very -- let's assume that from the 

        6    Netscape software, as Mr. Rubin's complaint alleges, that 

        7    Netscape could derive a log of every file that a particular 

        8    computer downloaded.  The question is:  Did it get any contents 

        9    of information? 

       10             The U.S. v. Allen court held that that was not 

       11    contents, held that it was something else.  It was covered by a 

       12    different part of this complicated set of statutes.  It held 

       13    that it was other information about a user of a service but not 

       14    contents.  The point is that, sure, it may be very sensitive 

       15    information, I suppose.  It may be very interesting to know 

       16    what a particular computer was used to download particular 

       17    files.  Now, that doesn't mean that contents was acquired. 

       18             It's very useful for law enforcement to use a pen 

       19    register to know what phone numbers were dialed from a 

       20    particular phone.  You can get a huge amount of information 

       21    from that.  And I might learn a lot of sensitive information if 

       22    I know that someone dialed an abortion clinic or Planned 

       23    Parenthood or a church or Alcoholics Anonymous at a particular 

       24    time.  But I didn't learn the contents of anything.  There are 

       25    lots of statutes out there that address acquisitions of 
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        1    noncontents. 

        2             There's not one that Mr. Rubin has been able to sue 

        3    under.  The question is:  Is the Wiretap Act which governs 

        4    intercepts, which is very narrow and covers acquisitions of 

        5    contents, has that been happening, and a log of all of the 

        6    websites that someone downloaded may be very interesting 

        7    information, it may tell a lot about someone, that's why pen 

        8    registers are useful to law enforcement.  But it didn't 

        9    constitute the acquisition of contents, that's what the Court 

       10    in U.S. v. Allen held. 

       11             That's, it is -- the request for a file here is no 

       12    different than when I dial a number.  I'm saying, Please 

       13    connect my phone to that information.  I'm sorry, to that phone 

       14    number.  The clicking on a link here is nothing more or less 

       15    than that.  It is a command to the computer to put the user's 

       16    computer electronically in touch with whatever contents happens 

       17    to be at a particular physical location on the Internet.  It's 

       18    interesting information, no doubt, to some, or could be.  It's 

       19    not contents of any communication.  And I don't think that 

       20    there is any factual dispute here, and I don't think that 

       21    there's any difficulty in understanding what a URL is and what 

       22    it is not.  It is the exact address of where a file is located 

       23    on the Internet, and it is not content.  And -- 

       24             THE COURT:  Let me draw you out about United States v. 

       25    Allen, because it's a very interesting case, and I should 
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        1    understand it better.  First of all, it's a decision of the 

        2    Court of Appeals for the Armed Forces. 

        3             MR. CAROME:  Yes, it's a five-judge appellate court. 

        4             THE COURT:  Successor to the Court of Military 

        5    Appeals.  I once was quite familiar with the Court of Military 

        6    Appeals, but that's probably before you were born or went to 

        7    school, anyway. 

        8             MR. CAROME:  I'm a member of that court, your Honor. 

        9    I was. 

       10             THE COURT:  So am I.  It was a terrific court. 

       11             What that court is saying is that when a law 

       12    enforcement agency becomes suspicious of some activity on a 

       13    computer, it has the ability to find out the name, the computer 

       14    name or the moniker of the person or the computer that is doing 

       15    something unlawful.  Once finding the name, there's then an 

       16    ability to link that name with a real name or a real address, 

       17    get a search warrant, and go in. 

       18             The issue in that case is whether accessing the 

       19    moniker that was used by the computer user needed a search 

       20    warrant.  And Court of Appeals held it did not require a search 

       21    warrant because it was not content; it was an identification. 

       22    That's your case. 

       23             MR. CAROME:  Yes, although I don't think that you 

       24    correctly described the part of the case we're relying on. 

       25    That case -- 
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        1             THE COURT:  Let me take this part because it may help 

        2    you in a way you hadn't thought.  If I were to rule the way 

        3    Mr. Rubin wants me to rule, would that prevent law enforcement 

        4    officials from finding out who was using various sites to 

        5    obtain classified information, pornographic information and, 

        6    with that knowledge, go and get a search warrant?  Because 

        7    wouldn't the argument be made that the initial interception by 

        8    the law enforcement official itself, Allen said you don't need 

        9    it, but Mr. Rubin's argument and I'll give him a chance to 

       10    explain, might suggest that you do need it. 

       11             MR. CAROME:  Your Honor is pointing, I think, to a 

       12    very important point, which is the question of what is an 

       13    intercept.  It is very important because Congress has struck a 

       14    very fine balance between privacy interests and the interests 

       15    of law enforcement and what they can obtain and how many hoops 

       16    they have to jump through to obtain it.  It is much, much more 

       17    difficult for law enforcement to obtain a wiretap order or a 

       18    warrant for a wiretap than it is to obtain the sort of 

       19    information that was at issue in the Allen case. 

       20             In Allen, the part that I'm focusing on, is the 

       21    question whether or not either a court order or a wiretap or a 

       22    warrant was required to obtain from an Internet service 

       23    provider a log of detailed Internet addresses, a log of every 

       24    single site that an individual had visited over a course of 

       25    several months.  And the Court treated that log of information, 
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        1    which is exactly the sort of log that Mr. Rubin says that one 

        2    could generate with the information that SmartDownload 

        3    allegedly transmitted to Netscape, the court in Allen said that 

        4    that is covered by a portion of the Stored Communications Act, 

        5    Section 2703(c), which, by its terms, covers information about 

        6    a user but not including contents.  And the United States 

        7    Justice Department, in its manual discussing that case, says 

        8    that that's what the Allen court was holding.  It was holding 

        9    that that information was transactional records, not contents 

       10    of communication.  They were holding that detailed Internet 

       11    addresses, which are URLs of where someone has gone, not 

       12    contents, if it's not contents. 

       13             THE COURT:  I understand your argument.  Let me ask 

       14    Mr. Rubin to give me his version. 

       15             MR. RUBIN:  Your Honor. 

       16             THE COURT:  Before I do, have I understood the cases 

       17    the way you want me to?  Have I understood U.S. v. Allen the 

       18    way you want me to?  Have I understood United States v. Allen 

       19    the way you want me to? 

       20             MR. CAROME:  Yes. 

       21             THE COURT:  All right.  Mr. Rubin. 

       22             MR. RUBIN:  But not exactly the way I want you to. 

       23    Here's why. 

       24             THE COURT:  I want your gloss.  First of all, I want 

       25    to tell you -- I'm trying out my understandings. 
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        1             MR. RUBIN:  I understand.  There are URLs and there 

        2    are URLs.  There are URLs for sites and there are URLs for 

        3    files.  This is the IP address -- 

        4             THE COURT:  Exhibit B, Mr. Carome. 

        5             MR. RUBIN:  -- of a site.  This shows -- 

        6             THE COURT:  And he's pointing to the top of it in the 

        7    gray area. 

        8             MR. RUBIN:  The destination IP address for a site.  It 

        9    looks like a telephone number.  There is not much to it.  This 

       10    doesn't tell you anything about what file -- when I say "this," 

       11    the destin. IP address doesn't tell you anything about what 

       12    file is being gotten from a site.  The destination IP address 

       13    is equivalent to the URL for a site, but it tells you nothing 

       14    about what file is being gotten from that site.  And Allen 

       15    doesn't talk about files.  Allen simply talks about sites.  To 

       16    know what file is being gotten, the header information doesn't 

       17    help.  To know what file is being gotten, you've got to read 

       18    this English part. 

       19             THE COURT:  On the right-hand side. 

       20             MR. RUBIN:  You've got to read the command to that 

       21    computer at the other end of the connection.  The command that 

       22    says get and then it gives a directory and then it says slash 

       23    and then files, which is the name of the directory and then 

       24    slash Optout.exe, which in this case is the name of the file. 

       25             That's a crucial distinction and it's drawn by the 
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        1    House Judiciary Committee in its report on the U.S. Patriot 

        2    Act, and it's drawn by the Department of Justice in the search 

        3    and seizure manual that the defendants cite, and they're both 

        4    in here. 

        5             THE COURT:  Here meaning -- 

        6             MR. RUBIN:  Here.  I'm sorry. 

        7             THE COURT:  -- the book of exhibits? 

        8             MR. RUBIN:  The book of exhibits that I've handed up. 

        9    If you look -- 

       10             THE COURT:  Are these exhibits in the record? 

       11             MR. RUBIN:  Well -- 

       12             THE COURT:  You've given me these exhibits to 

       13    elucidate the complaint. 

       14             MR. RUBIN:  They're in the record to the extent that 

       15    some of them are from the sources that defendants cited in 

       16    their reply brief.  Some of them are not in the record, but I'd 

       17    offer them as an offer of proof on the grounds that if, under 

       18    any set of facts, etc., etc. 

       19             THE COURT:  You're telling me that if I deny the 

       20    motion to dismiss, these are some of the things that you'll be 

       21    able to prove? 

       22             MR. RUBIN:  Yes. 

       23             THE COURT:  And, therefore, I need to know that. 

       24             MR. RUBIN:  And moreover, your Honor, I believe that 

       25    you can find, as a matter of law, based on the legislative 
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        1    history of the Patriot Act, that the URL of a file as opposed 

        2    to the URL of a site, the URL of a file is content, expressly 

        3    content, within the meaning of the Wiretap Act and the Pen 

        4    Register Act. 

        5             THE COURT:  Show me that. 

        6             MR. RUBIN:  I'd like to show you that.  It's in 

        7    Exhibit G. 

        8             Now, Exhibit G is an excerpt from the House report on 

        9    the Patriot Act, and the Patriot Act amended the Pen Register 

       10    Act.  The Pen Register Act is, in a sense, complementary to the 

       11    Wiretap Act because if something is content, you can't get it 

       12    with a pen register.  So if it's content, you've got to go to a 

       13    wiretap; you've got to go to a higher standard.  It's not 

       14    enough to show that it's relevant to an ongoing criminal 

       15    investigation.  You've got to show that there's probable cause. 

       16             So what this report says, page 53, which I've 

       17    highlighted, is -- you can disregard the first paragraph that 

       18    I've highlighted and go to the second paragraph:  "Thus, for 

       19    example, an order under the statute could not authorize the 

       20    collection of e-mail subject lines which are clearly content." 

       21    So this paragraph is talking about what is content.  "Further, 

       22    an order could not be used to collect information other than 

       23    dialing, routing, addressing, and signalling information, such 

       24    as the portion of the URL specifying web search terms or the 

       25    name of a requested file or article." 
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        1             Now, why is this significant?  Defendants agree that 

        2    the definition of contents has not changed.  The Patriot Act 

        3    did not change the definition of contents.  Defendants make a 

        4    couple of assertions about this legislative history.  They say 

        5    that plaintiffs have interpreted it wrong. 

        6             First of all, they say that this House report is 

        7    irrelevant because the particular bill was never signed in to 

        8    law.  Well, your Honor, the history of the Patriot Act is a 

        9    little bit tangled, but this is the last House report on the 

       10    Patriot Act.  And the provisions, the bill, as embodied in this 

       11    House report, was incorporated practically word for word into 

       12    the final version of the Patriot Act, and you can see that in 

       13    the -- 

       14             THE COURT:  Not signed. 

       15             MR. RUBIN:  I'm sorry? 

       16             THE COURT:  But not signed into law, you're saying? 

       17             MR. RUBIN:  The differences between this version and 

       18    the Patriot Act as ultimately signed are shown in Exhibit H. 

       19    There's a red line document which sets forth the exact 

       20    differences between the version of the bill in the House report 

       21    and what was ultimately enacted into law.  And you'll see that 

       22    as far as the definition of content goes, there is no change, 

       23    and both sides agree that the Patriot Act did not change the 

       24    definition of contents. 

       25             The defendants also assert that we're trying to 
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        1    misread what this House report says, and I'd like to explain 

        2    why that's not so.  They say, defendants say that the sentence 

        3    that I'm fixating on, is, can be taken two ways, that it's 

        4    ambiguous, and I submit to the Court that a sentence such as 

        5    this that's drafted by lawyers on the Judiciary Committee, 

        6    after the carnivore debacle of the summer of 2000, who know the 

        7    significance of whether a file on the Internet constitutes 

        8    contents or not, is compelling.  This sentence means exactly 

        9    what it says. 

       10             THE COURT:  Which sentence? 

       11             MR. RUBIN:  The sentence that says, "Further, an 

       12    order -- 

       13             THE COURT:  What page? 

       14             MR. RUBIN:  On page 53. 

       15             THE COURT:  Of Exhibit G? 

       16             MR. RUBIN:  Of Exhibit G, yes. 

       17             And the reason that -- they say that the name of a 

       18    requested file or article can be read as -- I'm sorry.  As an 

       19    example of dialing, routing, addressing, or signalling 

       20    information.  And our position is that that is not a sensible 

       21    reading.  It's not -- actually, it's not a grammatical reading 

       22    of that sentence, for four reasons. 

       23             One, if you look at that sentence in the context of 

       24    the paragraph, what this paragraph is defining is what is 

       25    contents.  Second, it likens URLs of files to web search terms. 
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        1    Web search terms by no stretch of the imagination could ever be 

        2    considered addresses on the Internet.  If you want to know what 

        3    web search terms look like, you can look at Exhibits I and G. 

        4    You can enter web search terms into Google, such as Get Paid to 

        5    Surf, and you'll come up with thousands of results.  And you'll 

        6    see the URL for that web search file on Exhibit J.  It's 

        7    highlighted in yellow. 

        8             And if you look at that Exhibit J, what's highlighted 

        9    in yellow, you'll see that under no circumstance could that 

       10    represent the location of the file or of anything on the 

       11    Internet.  So that's what this report means when it says web 

       12    search terms.  And by juxtaposing web search terms with the 

       13    name of a requested file or article, it's clearly saying these 

       14    are things that constitute content. 

       15             Another reason is that this sentence says, 

       16    distinguishes the file name from the beginning of the URL.  If 

       17    you put, your Honor, if you put the destination IP address in 

       18    your browser, if you enter this string of four numbers into 

       19    your browser, it will take you right to the website.  It will 

       20    take you to the home page of the website.  You don't need to 

       21    know www.Google.com.  If you know these numbers, you can go 

       22    right there, but no amount of numbers is going to take you to a 

       23    file. 

       24             And finally, they ignore, and at this point, I'm 

       25    getting deep, deep into grammar, and after this I'm going to 
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        1    let it go, they ignore the comma after the word information, 

        2    which offsets signalling information.  It opposes signalling 

        3    information. 

        4             THE COURT:  Where are you reading from? 

        5             MR. RUBIN:  The same sentence. 

        6             THE COURT:  Exhibit B? 

        7             MR. RUBIN:  I'm sorry.  Exhibit G, page 53.  Halfway 

        8    through the sentence. 

        9             THE COURT:  All right.  Hold on a minute. 

       10             MR. RUBIN:  That's my argument, and I think the Court 

       11    can find as a matter of law -- 

       12             THE COURT:  Look, I don't know which of you is 

       13    correct.  Nor do I have the ability to parse the statute and 

       14    the legislative history in the context of the motion to 

       15    dismiss.  In order for me to obtain a fuller understanding that 

       16    will be sufficient to understand the law as applied to the 

       17    alleged facts, I would need the help of expert information. 

       18             The complaint alleges that by reason of learning what 

       19    is in the usages of the consumers of SmartDownload manager, the 

       20    defendants are "intentionally providing themselves with all of 

       21    the information that they need to create moment-by-moment 

       22    profiles of file transactions by both individual web users and 

       23    individual websites."  I quote from paragraph 38 of the 

       24    complaint. 

       25             By that, the plaintiff has brought itself within the 
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        1    statute.  Whether that is an allegation that will stand up or 

        2    whether or not the application of that which is truly learnable 

        3    by downloading the Netscape manager will yield that information 

        4    or what the precise parameters are between the address to be 

        5    provided by the URL string or contents is something that I will 

        6    have to be learning during the course of this lawsuit. 

        7             I hold that the motion to dismiss at this early time 

        8    of the case has to be denied because I still have to learn the 

        9    merits. 

       10             Now, so far we've talked about the Electronic 

       11    Communications Privacy Act, which, by its terms, does not 

       12    require proof of damage.  Violations may lead to statutory 

       13    damages.  But the complaint also relies on another statute, and 

       14    that is the Computer Fraud and Abuse Act, which does require 

       15    proof of damage.  There is an issue whether one can aggregate 

       16    among a number of uses or whether each use must pass the 

       17    statutory threshold of $5,000.  But I'm more interested in a 

       18    perhaps more basic question.  How does anybody prove any 

       19    damage, let alone $5,000 of damage? 

       20             Let me hear Mr. Rubin first.  You may not have to 

       21    speak. 

       22             MR. RUBIN:  At my peril, I'm going to ask you to look 

       23    one more time at the exhibits. 

       24             THE COURT:  So far, it's not been perilous for you. 

       25             MR. RUBIN:  If you look at Exhibits I and K -- I'm 
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        1    sorry, I and J, you'll see a search that's done for the phrase 

        2    Get Paid to Surf in google.  I'm not offering this for the fact 

        3    of it. 

        4             THE COURT:  No, just what you can do.  I understand. 

        5             MR. RUBIN:  We can show that the information had value 

        6    to Netscape and that it had value to the people who gave it up. 

        7             THE COURT:  You don't need to argue that.  But I do 

        8    not equate value to the alleged intercepter with damage to the 

        9    plaintiff. 

       10             MR. RUBIN:  This is information that, had the 

       11    plaintiffs wanted to sell it, they could have sold it. 

       12             THE COURT:  No question. 

       13             MR. RUBIN:  It was taken from them. 

       14             THE COURT:  No question.  But that doesn't mean that 

       15    your client has been deprived of anything. 

       16             MR. RUBIN:  That's the nature of information.  You can 

       17    copy it and still have it, but -- 

       18             THE COURT:  The statute says, Any person who suffers 

       19    damage or loss, by reason of a violation of this section, may 

       20    obtain a civil action against the violator to obtain 

       21    compensatory damages and injunctive relief or other equitable 

       22    relieve.  Damages are limited to economic measures. 

       23             MR. RUBIN:  There is -- 

       24             THE COURT:  And under Section 1030(e)(8), the term 

       25    "damage" is defined as impairment to the integrity or 
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        1    availability of data and program, system, or information, 

        2    causing a certain amount of loss. 

        3             MR. RUBIN:  When the security of a system has been 

        4    compromised, as SmartDownload did, because SmartDownload was a 

        5    hack, SmartDownload is a kind of piece of software that's known 

        6    as a trojan horse, something that masquerades as one thing and 

        7    does something else, sends information out, and that impairs 

        8    the integrity of your system because the system is sending out 

        9    information that you don't know that it's sending out. 

       10             THE COURT:  I'm talking about economic damage. 

       11             MR. RUBIN:  Other than to say that the members of the 

       12    class have opportunities to sell this information and they 

       13    choose not to take them, and that is worth something to 

       14    Netscape, and that there is authority that exactly this kind of 

       15    information constitutes economic damages within the meaning of 

       16    the Computer Fraud and Abuse Act, I can't really go much 

       17    further than that on the question of economic damages. 

       18             The Toys R Us case says that that's economic damage, 

       19    and although the defendants say that it's, the Double Click 

       20    case says that it is not economic damages actually the Double 

       21    Click court was not prepared to rule that it was not economic 

       22    damage at the motion to dismiss phase.  That's really all I 

       23    have to say about that. 

       24             If you'd like, I can move on to aggregation. 

       25             THE COURT:  Hold on a minute.  I don't think you've 
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        1    alleged damage. 

        2             MR. RUBIN:  Well -- 

        3             THE COURT:  You allege in paragraph 60 and allege it 

        4    in very conclusory fashion, which is not more than you have to 

        5    do.  Each defendant has a cause of damage within the meaning of 

        6    Section 1030. 

        7             MR. RUBIN:  Yes.  Which, of course, includes -- 

        8             THE COURT:  But you wouldn't be able to stand up a 

        9    minute longer if there were the shortest affidavit in the world 

       10    that would attack this.  You don't have any substance to this 

       11    allegation, and, under the terms of the statute requiring 

       12    economic damage, I don't think you can make a good faith 

       13    allegation under Rule 11.  I'm not threatening sanctions. 

       14             MR. RUBIN:  I know. 

       15             THE COURT:  It's not my style.  Because I'm 

       16    constrained and in a Rule 12 motion, if you've alleged the 

       17    matter, then I have to accept your allegation, but I don't 

       18    believe that, given the way I understand the statute, you can't 

       19    in good faith allege that you will suffer economic damage. 

       20             MR. RUBIN:  If the Court's ruling is that the kind of 

       21    damage that I've been arguing isn't damage, then I don't think 

       22    that we can amend it in a way that would satisfy the Court. 

       23             THE COURT:  All right.  This is quite apart from 

       24    aggregation. 

       25             MR. RUBIN:  Yes. 
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        1             THE COURT:  Let me have your argument on aggregation. 

        2             MR. RUBIN:  Well, the statute expressly provides for 

        3    aggregation among individuals, and I don't think that there is 

        4    any dispute in any of the cases, the AOL case, the Netscape, 

        5    the Double Click case. 

        6             THE COURT:  Among individuals, you mean plaintiff A, 

        7    plaintiff B, plaintiff C, can aggregate for damage? 

        8             MR. RUBIN:  Yes. 

        9             THE COURT:  So a class action satisfies the threshold 

       10    of a statute where individual actions could not? 

       11             MR. RUBIN:  Yes.  And the Senate Report 99-474, which 

       12    is quoted in a couple of those cases, says that, says that the 

       13    Senate Judiciary Committee intends to make clear that losses 

       14    caused by the same act, which is the next question, caused by 

       15    the same act, may be aggregated for the purposes of meeting the 

       16    thousand dollar -- at that time it was a thousand dollar 

       17    threshold. 

       18             THE COURT:  Doesn't necessarily say by damages 

       19    alleged, suffered by different people. 

       20             MR. RUBIN:  But it's in here. 

       21             THE COURT:  It suggested that repeated acts having to 

       22    do with one person can be aggregated. 

       23             MR. RUBIN:  Yes.  The cases that have construed the 

       24    section, in light of the legislative history, have found, all 

       25    three of the cases that we're focusing on, Computer Fraud and 
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        1    Abuse Act, concede that point, that damages can be aggregated 

        2    between individuals.  And the only question really on 

        3    aggregation is whether all of these damages were the result of 

        4    a single act.  I'll give you the cites.  The Double Click -- 

        5             THE COURT:  I've got Double Click, Judge Buchwald's 

        6    decision. 

        7             MR. RUBIN:  Yes. 

        8             THE COURT:  It's a long decision. 

        9             MR. RUBIN:  I believe that it's at 523.  Also, the 

       10    Toys R Us case at pages star 33 through 36. 

       11             THE COURT:  I have that, too. 

       12             MR. RUBIN:  And the AOL case at 1372.  And I think the 

       13    real question, apart from the economic damages question, the 

       14    real question on the aggregation is whether this is a single 

       15    act.  And for that, I lean on the AOL case, in which the Court 

       16    said that AOL's distribution of a piece of software constituted 

       17    a single act.  This is a case where some software reconfigured 

       18    people's computers and crashed them and made them unable to 

       19    connect to other Internet service providers. 

       20             THE COURT:  That's real damage. 

       21             MR. RUBIN:  Yes.  That's certainly real damage, but 

       22    the point is that it's a single -- it's considered to be a 

       23    single act, a distribution, such as what Netscape and AOL did 

       24    here with SmartDownload, they distributed the SmartDownload 

       25    software, they designed it to perform this buying function, and 
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        1    they distributed it to the world at large. 

        2             THE COURT:  Judge Buchwald says it all here:  "One 

        3    could reasonably argue from Section 1030(a)(2)(C) that Double 

        4    Click commits a violation each time it accesses the plaintiff 

        5    on the plaintiff's hard drive.  However, one could also 

        6    plausibly maintain that Double Click's systematic uploading of 

        7    data from a cookie on a computer's hard drive constitutes a 

        8    single act of access, even though it occurs over multiple 

        9    electronic transactions." 

       10             Judge Buchwald did not decide that because she held 

       11    that the plaintiffs failed to plead the facts that could meet 

       12    the damages threshold.  The other question is:  What is the 

       13    cost of remedying computers and data to avoid access by Double 

       14    Click and their attention to demographic information that 

       15    Double Click might have gleaned from their computer?  I don't 

       16    see that as economic loss or damage.  And I would rule with 

       17    Judge Buchwald as to the unavailability to the plaintiff of the 

       18    Computer Fraud and Abuse Act insofar as it requires damages. 

       19             But there's another section that requires, that allows 

       20    injunctive relief and I wish you would address that, if you're 

       21    interested in it. 

       22             MR. RUBIN:  Certainly.  What I've done is I've 

       23    abstracted the relevant portions of the Computer Fraud and 

       24    Abuse Act as Exhibit L. 

       25             THE COURT:  I have it in front of me. 
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        1             MR. RUBIN:  Okay. 

        2             THE COURT:  "Any person who suffers damage or loss may 

        3    obtain a civil action to obtain compensatory damages and 

        4    injunctive relief or other equitable relief."  And you're 

        5    saying that compensatory damages and injunctive relief or other 

        6    equitable relief modifies the word "obtain," and the necessary 

        7    predicate of the whole claim for relief is that the person must 

        8    have suffered damage or loss, which is economic damage or loss, 

        9    which I hold cannot be satisfied on the pleadings that have 

       10    been presented to me.  And since the class representatives 

       11    don't have the loss or damage, they can't champion a class that 

       12    pleads damages under the Computer Fraud and Abuse Act. 

       13             So I would rule that on the basis of the 

       14    representations you made in response to my questions that there 

       15    is no cause of action under that act and that part of the 

       16    motion will be granted.  So bottom line, I'm denying the motion 

       17    with respect to the Electronic Communications Privacy Act with 

       18    regard to all plaintiffs, and I'm granting the motion as to all 

       19    plaintiffs with respect to the Computer Fraud and Abuse Act. 

       20    And we'll enter a summary.  This will be my ruling and holding 

       21    as dictated into the transcript.  There will be a summary order 

       22    to follow, hopefully by tomorrow, if the weather lets up. 

       23             Off the record. 

       24             (Discussion off the record) 

       25             THE COURT:  How much time do you think you need, about 
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        1    three weeks? 

        2             MR. CAROME:  To consult and have a status conference, 

        3    yes. 

        4             THE COURT:  There wouldn't be discovery until after 

        5    that.  You'd just be thinking about what you're going to do. 

        6             MR. CAROME:  That's right. 

        7             THE COURT:  How about May 2, at 10:30 or May 9?  May 9 

        8    is a little better for me. 

        9             MR. CAROME:  May 9 is better for me as well, your 

       10    Honor. 

       11             THE COURT:  Mr. Rubin, is May 9 okay? 

       12             MR. RUBIN:  The ninth works.  That's fine. 

       13             THE COURT:  10:30.  And if you have all your thoughts 

       14    together and you want to come in earlier, call up Ms. Jacobson 

       15    and work something out.  But I think we'll take that much time 

       16    to think through. 

       17             We discussed various aspects of the case, whether to 

       18    go into the merits discovery first and to reverse the usual 

       19    order of the class action, whether to have class discovery 

       20    leading to class certification, to go first.  There are 

       21    practical and legal concerns that both parties have to evaluate 

       22    together, and we resolved that I would meet with the parties at 

       23    a case management conference on May 9 at 10:30 a.m. and that 

       24    they should endeavor to bring with them a plan for the case on 

       25    where they wish to go. 
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        1             I will give them a copy of my case management form, 

        2    but they should use it as a guide because I think this case has 

        3    sufficient uniqueness that it can't follow the usual kind of 

        4    plan, and it should provide at various points along the way 

        5    that are convenient an opportunity for successive case 

        6    management conferences so there is opportunity to discuss where 

        7    we are and where we might go in a way that might best economize 

        8    on wasteful expenditures and make the ongoing litigation more 

        9    efficient. 

       10             All right.  So I'll see you May 9.  Thanks very much. 

       11             MR. RUBIN:  Thank you, your Honor. 

       12             MR. CAROME:  Thank you, your Honor. 
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